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Background

Grenfell Tower fire killed 72 in London(2017)

A survey in the aftermath of the fire identified 228 other buildings where cladding failed safety tests. 

“The government has announced a review of 

building regulations. To be successful, it will 

need to take on a sector that struggles with 

respecting its own rules.”

-BBC NEWS

Accident caused by design failure



FIU Bridge collapsed in Florida（2018）

The accidents caused by design flaws reflect the problems in the design compliance 

and enforcement systems .

The Hotel collapsed in Quanzhou, China（2020）

Background



[1] Shergold P, Weir B. Building Confidence[J]. Dept. of Industry, Innovation and Science, 2018.
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Problems in current design compliance and enforcement systems 

 roles, responsibilities and accountabilities of different parties;

 accuracy of design and documentation;

 adequacy of documentation and record keeping;

Building Confidence[1]

Building a Safer Future[2]

In the government consulting reports[1-2], experts from the UK and Australia reviewed the 

compliance and enforcement systems and summarized the issues that need to be improved :

Background



◼ The design review process is not transparent, and there is a risk of collusion between the owner 

and the reviewer.

◼ The review comments and revision process of the design drawings were not recorded, and quality 

problems occurred during delivery, and it was difficult to determine the legal liability.

◼ The data is stored on a centralized database, and the data is at risk of tampering, manipulation, 

unauthorized access. 

Problems in design review practice

Background

How to overcome these difficulties？



Blockchain technology

• Blockchain is an promising and revolutionary technology

which can help reduce risk, stamps out fraud and brings

transparency in a scaleable way for myriad uses. It has the

potential to solve the trust problem in the construction industry.

• Blockchain was a priority topic at Davos; a World Economic

Forum survey suggested that 10 percent of global GDP will be

stored on blockchain by 2027[3].

Background

[3] Deep shift: Technology tipping points and societal impact, World Economic Forum, September 2015, weforum.org.



Centralized Data Storage Distributed Shared Ledger

Decentralized

Blockchain-decentralized ledger system

Background

A single entity controls

the ledger, and the ledger

is easily tampered with.

The ledger is shared by

multiple parties, which is

difficult to be tampered with

 Blockchain can break the traditional centralized system architecture and build trust between different 

participants.



Blockchain technology

Background

The main characteristics of blockchain:

 Immutability: Once a data is encrypted into the block and added to the Blockchain, it cannot be altered or 

tampered with. The block is written only after obtaining the consensus of the participants.

 Decentralized: The underlying network for Blockchain Technology is a decentralized Peer to Peer Network. 

It eliminates the Single Point Failure bottleneck of the Centralized System.

 Security : The records on a blockchain are secured through cryptography. Network participants have their 

own private keys that are assigned to the transactions they make and act as a personal digital signature. 



How does blockchain technology improve trust in the construction design 

review process?

Characteristics of 

Blockchain

Traceability

Auditability

Tamper-proof

Open and transparent 

information

Reliable transmission

Problems in design 

review process

Lack of process records

Lack of responsibility 

control

Risk of tampering with 

records

Invisible review 

process

Security during design 

file transmission

Blockchain solution

Timestamp

Digital signature

Distributed 

storage

Consensus 

mechanism

P2P network

Cryptography



Blockchain 

type
Public Private Consortium

Access level Anyone
Single 

organization

Multiple 

organization

Authority
Highly 

decentralized

Partially 

decentralized

Partially 

decentralized

Transactions 

reading/writing
Anyone

Single 

organization

Selected multiple 

organization

Consensus 

mechanisms

Distributed 

consensus(POW,P

OS)

Voting/ multi-

party consensus

Voting/ multi-

party consensus

Speed Slow Fast Fast

Scalability Low High High

Types of blockchain systems



Creation of a blockchain-based BIM design review framework

[4] Hyperledger Fabric. https://www.hyperledger.org/use/fabric



Information flow during the design review process



IPFS

From A Single Server To Decentralized Storage



Off-chain data management

 Combine asymmetric encryption with IPFS, design files can be shared among specific participants.

The designer is sharing BIM 

model with the reviewer：



Potential benefits

◼ Provide transparency in the design review process.

◼ Improve the design liability control. 

◼ Ensure system security. 

Discussion

Existing challenges

◼ Expensive storage costs

◼ Network delay caused by the increase of nodes

◼ Government concerns about decentralization



Thank you
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